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In the last decades, the irregular and unpredictable behavior of chaotic dy-
namical systems has stimulated a large amount of researches focusing on topics
pertaining Information Technology, e.g., for random number generation, for
the definition of cryptographic protocols, for the design of stochastic sources
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Abstract

In this paper we discuss the efficient implementation of pseudochaotic
piecewise linear maps with high digitization accuracies, taking the Rényi
chaotic map as a reference. The proposed digital architectures are based
on a novel algorithmic approach, that uses carry save adders for the non-
linear arithmetic modular calculations arising when computing piecewise
linear maps with a finite precision. As a result, the system can be im-
plemented by digital circuits obtaining high throughputs, which are not
dependent on the digital resolution, whereas involving a hardware com-
plexity linearly proportional to the number of bits used for representing
the discretized state. The proposed solutions result to be particularly suit-
able for the implementation of pseudo-random number generators based
on pseudo-chaos, or for the definition of efficient digital blocks that can
be integrated in most of the pseudo-chaotic cyphers proposed in the lit-
erature.

Introduction
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with predefined statistical characteristics to be used in telecommunication sys-
tems [1-4].

It is well known that chaos can not take place in deterministic dynami-
cal systems having discrete and finite phase spaces, since several properties
that characterize the chaotic dynamics (e.g., the aperiodicity) can not be ex-
hibited. Nevertheless, since the sixties the study of chaos has been kept up
with simulations on computers, and it was only many years later that chaos
simulation has been analyzed from an algorithmic information theory point of
view [5-7]. In the last few years, several authors have proposed the use of dis-
cretized (or digitized) chaotic systems for different applications, ranging from
pseudo-chaotic cryptography to the generation of pseudo-random numbers (see,
e.g., [1,8,19,20] and references cited therein). Kocarev et al. in [9,10] proposed
a formal definition of Discrete Chaos, providing a theoretical link between the
world of discrete-valued dynamical systems and some of the features defined for
continuous phase space chaotic systems, such as the Lyapunov exponents (see
also [11]). The theory discussed in these papers was stimulated by a well known
evidence: for reasonably high digital resolutions in the computations, computer
simulations can produce reliable descriptions of the ergodic behavior of chaotic
systems [11,12]. As a result, several aspects of the dynamical behavior of a
chaotic system can be approximated by the discrete-valued dynamics of a finite
state machine (FSM), with an accuracy that depends on the digital resolution
of the machine itself (see, e.g., [13] and references cited therein). Adopting this
point of view, several pseudo-chaotic cryptographic cyphers or pseudo-random
number generators were proposed in literature exploiting the emulation of the
‘confusing’ and ‘diffusing’ dynamics of certain chaotic systems. Moreover, as far
as pseudo-random number generation is concerned, digitized nonlinear systems
may not suffer from the regularity problems that affect the sequences generated
exploiting linear numerical methods [8].

Until now much research has been focused on the theoretical study of pseu-
dochaotic systems, whereas a limited effort was devoted to investigate the digital
implementation of such nonlinear circuits. Indeed, this issue has been faced case
by case by reusing traditional digital arithmetic circuits for the direct design of
the functional blocks defining the digitized nonlinear maps taken into account.
As a typical result, as also shown in this paper, for the obtained solutions the
implementation complexity (in terms of required chip area and time-delay) be-
comes unsustainable even for limited digital resolutions (e.g., 64 bits), with an
area consumption that increases according to a polynomial law of the digitizing
accuracy.

In this paper we discuss the efficient implementation of pseudochaotic piece-
wise linear maps with high digitization accuracies, and referring to not-trivial
values of the slopes of the branches?. Taking as a reference the digitized Rényi
chaotic map proposed in [8], we propose digital architectures based on a novel
algorithmic approach that uses carry save adders for the nonlinear arithmetic
modular calculations arising when computing piecewise linear maps with a finite
precision. As a result, the FSM can be implemented by digital circuits obtaining
high throughputs, which are not dependent on the digital resolution, whereas

2When integer values of the slopes of the branches are taken into account, digitized piece-
wise linear maps defined over dyadic rationals are often equivalent to systems combining two
or more linear congruential generators, whose hardware implementation is based on traditional
modular arithmetic circuits [16,21].
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involving a hardware complexity linearly proportional to the number of bits used
for representing the discretized state. The proposed hardware architectures re-
sult to be particularly suitable for the implementation of pseudo-random number
generators based on pseudo-chaos (as proposed in [8]), or for the definition of
efficient digital blocks that can be integrated in most of the pseudo-chaotic cryp-
tographic cyphers proposed in literature (see, e.g., [1,14]), referring to digital
resolutions in the order of those used today in cryptography (i.e., from 128 to
2048 bits). Despite the general applicability of the proposed approach, in this
paper we focus on the Rényi chaotic map for two reasons: first, in [8] it was
highlighted the important peculiarity of this special system, according to which
by varying the system parameters a wide family of nonlinear permutations is
defined, that can be used for the definition of cryptographic ciphers or reliable
pseudo-random number generators. Second, the analytical expression obtained
when digitizing the Rényi map is the simplest, whereas it can be considered as
a starting point for the implementation of any piecewise linear map.

The paper is organized as in the following. In Section 2 we introduce the
notation and some preliminary remarks about the digital implementation of the
digitized Rényi map, discussing the problems that may arise when adopting a
standard direct design approach. Moreover, in this section we define the com-
plexity model adopted for evaluating and comparing the different solutions that
are proposed in the paper. In Sections 3, 4 and 5 we discuss in detail how
to efficiently implement the discretized Rényi map. For this purpose, differ-
ent assumptions about the map parameters, that can be considered fixed or
user-selectable, were taken into account, and an original algorithmic approach
for the computation of the digitized map using carry save adders is discussed.
Conclusions and references close the paper.

2 Hardware Implementation of the Discretized
Rényi Chaotic Map

In this section we introduce the notation and some preliminary remarks about
the digital implementation of the pseudo-chaotic dynamical system derived from
the Rényi chaotic map proposed in [8].

Let us consider the Rényi chaotic map T : [0,1) — [0,1) defined as

Ts(z) = Bz mod 1, (1)

where 1 < f € R, [-] is the floor function and, given two non-negative real
numbers a, b, it results @ mod b = a — |a/b] b. We remark that the parameter
in (1) can assume any real value greater than one, i.e., any number of branches
of the chaotic map is taken into account.

Referring to the set of integers A, = {k € N;0 < k < 2";n > 0}, in [§]
a digitization strategy for the map T was proposed, obtaining the nonlinear
function f: A, — A,

f(k) =q2" 'k + |k27"] mod 2", (2)

where n is the number of bits used for representing the digitized state, 0 < i < n,
and ¢ is an odd positive integer such that ¢2"~* < 2". By setting b = ¢2"7" €
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Max. Max.
Area Clock F Th h
n ock Freq. roughput
(um? x 10%)
(MHz) (Gbit /s)
32 66 286 9.152
64 217 182 11.648
128 832 154 19.712
256 3765 133 34.048

Table 1: Results for the direct implementation of (3) synthesized in the TSMC
0.18uum CMOS technology.

A, the expression (2) can be written as
f(k) = (bk mod 2" + |k27*| mod 2") mod 2" (3)

As proved in [8], by varying n,q,i in (2) we obtain a family of nonlinear
permutations {¢ : A, — A, } that can be defined as pseudo-chaotic permuta-
tions [9,10].

The traditional direct implementation of (3) can lead to very fast solutions®,
involving an area consumption that increases according to a square law of the
numbero of digitization bits n. This is typical for architectures implementing the
direct modular multiplication b- k& mod 2™, as reported in Table 1, in which the
map f(-) was synthesized in the TSMC 0.18um CMOS technology (throughput
= computed next state bit per second).

It is clear from this example that even for 128 resolution bits the direct
implementation approach results to be unsustainable from an area consumption
point of view, obtaining excessively high throughputs that have scarce practical
meaning in most of the applications. For these reasons in this paper we adopt a
different design strategy, studying architectures which trade-off the throughput
and the consumed circuit area, taking into account very high values of n.

Since for any digital resolution n the hardware implementation of (3) depends
on which quantities among k, b, i are assumed to be variable (user selectable)
inputs, we distinguish between the case in which the inputs are k, b, (Section
3) and the case in which ¢ is constant and a priori known, whereas k and b are
user-changeable inputs (Section 4). Even if in the latter case the cardinality of
the parameter space is reduced?, this constrain can greatly improve the perfor-
mance of the circuit, as it is discussed in Sec. 4. From a design point of view,
refering to the theoretical results presented in [8], the choice between the two
cases depends on the target application, taking into account the differences be-
tween the proposed architectures in terms of involved complexity and achieved
throughput

31.e., the design of a customized digital circuit for computing k,+1 = f(kn) in one clock-
cycle.

4In detail, when 1 is fixed to any value 0 < i < n the cardinality of the parameter space is
29=1 whereas if i is variable the cardinality is 2" — 1 [8].
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2.1 Notation

In what follows, we refer to the binary representation of integers, i.e., if a € A,
the n-tuple of bits (an_1,...,a0) is such that a = 23:01 a;27. Using digital
hardware the function (-) mod 2™ can be implemented by simply taking the n
least significant bits of the binary representation of the argument, and setting
all the remaining most significant bits equal to 0. Accordingly, if A is a generic
register storing the integer A we write B|, = A for denoting this latter opera-
tion, i.e., the integer stored in B is equal to A mod 2" and its size is assumed
to be exactly n-bit. On the other hand, if F(A,C) is a logical function based
on the two registers A and C, when we write B|,, = F(A4,C) the computation
of F(A,C) is restricted to those minimal calculations required for obtaining the
n least significant bits of the result. If A is a n-bit register, we write A < [ for
denoting the standard [-bit left shift of A, that is the hardware calculation of
A2! mod 2". Similarly, we write A > [ for denoting a standard I-bit right shift
of A, which corresponds to the hardware calculation of LA2*IJ . We denote with
Aj the j-th bit stored in the register A, being Ay the least significant bit and,
for avoiding confusion in the notation, we distinguish the usual arithmetical op-
erations from the logical operators or, and and xor, denoted with the symbols
@, ® and ®, respectively.

2.2 Complexity model

To evaluate and compare different methods for calculating (3), we refer to the
well known methodology adopted in [15,16], i.e., the implementation effort is
expressed in terms of the product AT (chip Area, Time delay). According to
this approach, we assume the unit of measurement for the time delay as the
delay of one full adder, whereas from the chip area consumption point of view
a 1-bit register and a full adder are quantified as 4 area units and 8 area units,
respectively. Accordingly, the theoretical results discussed in this paper have to
be correctly interpreted when applied for the design of real circuits, as discussed
in the following.

As it is understood in [16], the rough estimation of the AT product makes
sense when different design approaches are compared letting the size of the pro-
cessed variables go to infinity. This is our case, if we let the digital resolution
involved in the discretization of the Rényi map tend to infinity. Furthermore,
we want to stress that the methodology we adopt for estimating the AT prod-
uct must be interpreted as a sketchy tool to perform a first order comparison of
different digital design approaches. Indeed, the actual amount of resources nec-
essary for implementing a given digital circuit strongly depends on the adopted
technology, on the degrees of freedom in the customization of the digital layout
design, or on the size of the available logical blocks (e.g., in FPGAs). For this
reason, all the results presented in this paper have been validated performing
the syntheses of the digital circuits, referring to a 0.18um CMOS technology.
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Algorithm A1l

P=0;,Q=Fk
forj=n-1)—1
Pl, = P < 1+ bjk;
if j > n—1i then
Qln=Q>1;
Pl,=P<1+Q;

AR

Figure 1: A basic algorithm for computing the function (3), obtaining P = f(k).

3 Digital implementation of (3) with ¢ variable

Assuming the state k stored in a n-bit register, the product b - k is equal to

n—1 n—1 n—1n-—1
D k2 2% =) kb2 (4)
j=0 u=0 j=0 u=0

By noting that the representation of b = ¢2"~* has its least significant n — i bits
set to 0 (i.e., the bits b,—;—1,...,bo), the previous product is given by

I
-

n—1 n

b-k= kb, 2710 (5)

u

<.
I
o

Il
3

—1

Accordingly, by assuming P, ) and k as n-bit registers, a basic algorithm for
computing the quantity in eq. (3) P = f(k) is reported in Fig. 1. This basic al-
gorithm is a modified version of the popular interleaved modular multiplication
algorithm for computing xy mod M, in which the (-) mod M operation is per-
formed automatically by simply taking in each addition the n least significant
bits of the result [16].

The loop (A1.3)-(A1.5) is repeated n — 1 times since the least significant
bit of b = ¢2" % is 0 regardless of any allowed i value, with 0 < ¢ < n. For
the execution flow of this algorithm two counting circuits are required: one for
counting the n additions and one for counting ¢ right-shift of the register @, for
obtaining the term 27 k.

REMARK: In the following, for analyzing and discussing the implementation
effort required by any method for computing (3), we neglect those circuits in-
volved in the algorithm flow control logic (among which the counting circuits).
As discussed in Sec. 5, this simplification does not invalidate the proposed anal-
ysis and the consequent results, as it was also confirmed by the synthesis of the
digital circuits.

The critical operation in this algorithm is the n-bit addition required in
steps (A1.3) and (A1.6), performed n times. The left shift of P in (A1.6) is
necessary since the loop (A1.3)-(A1.5) is repeated only n — 1 times, instead of n
times. The standard additions can be performed, e.g., with a n-bit ripple carry
adder (requiring an AT complexity equal to 8n2), or with a carry look ahead
adder (whose complexity grows as nlog®n) [16]. Assuming to use a ripple carry
adder for the additions in (A1.3) and (A1.6), the AT complexity required for the
calculation of (3) with Algorithm A1l can be roughly estimated as 24n3. The
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total count is obtained considering: the area for the m-bit registers P and @
(8n); the area for the two n-bit registers k and b (8n) used for storing the state
k and the factor b = ¢2"%; the area of the ripple carry adder (8n); the time
delay required for completing the operations (n?, which is given by n additions
requiring a time-delay of n each). As it can be noted by inspecting the result,
the standard addition operation has a critical weight in the overall AT product.

It is worth pointing out that the algorithm Al computes the function (3)
using a sequential multiplier. The same computation could be obtained using a
parallel approach [17], which has some advantages in terms of speed and power
dissipation when the algorithm is converted into a circuit. However, since, as
shown in the previous section, we are interested in high-precision discretized
maps, the value of the parameter n is assumed to be very high (102 — 103),
and parallel architectures would result in a huge, impractical amount of hard-
ware resources. For this reason, in the following, we only refer to sequential
architectures.

3.1 An improved computation of (3) with i variable

A popular choice for improving the time delay performance of a multiplier (which
is obtained by repeated additions) is the use of carry save (CS) adders [16]. An
n-bit CS adder is a parallel ensemble of n full-adders without any horizontal
connection. Its main function is to add three integers X,Y and Z to produce
two integers C' and S such that C +S=X+Y + Z.

Assuming XY, Z to be three n-bit registers, the bits of S and C are calcu-
lated using the equations

S; = X;0Y,®7Z;, (6)
Citi = (X;oY)eX;0Z)e(Y;oZ), (7)

for j = 0,...,n — 1, whereas Cy = 0. Accordingly, the AT complexity of a
CS adder is 8n, and we use the notation C,S = X +Y + Z for denoting the
operation of calculating C' and S, with S < 2™ and C < 2"+,

Since

(C' 4+ S) mod 2" = (C mod 2" 4+ S mod 2") mod 2", (8)

we can obtain the result of the above summation by simply considering the
n least significant bits of C' and S, respectively. According to the introduced
notation we denote this latter operation with C, S|, = X +Y + Z. It is worth
noting that since Cy = 0, all the information about the quantity C' mod 2" is
stored in n — 1 bits.

Using CS adders, the Algorithm A1l is modified as reported in Fig. 2, in
which C,S, P and k are assumed to be n-bit registers, whereas R is a one-bit
register. The final result is obtained using a serial adder to add C' and S,
whereas the (A1.2)-(A1.5) instructions in Algorithm A1l are transformed in the
operations (A2.2)-(A2.5). Summarizing the overall AT complexity required for
the calculation of (3) with Algorithm A2 can be roughly quantified as 56n2+16n.
The total count is obtained considering the area for the registers C, S, P, k and
b (20n), the area of the CS adder (8n), the area of the serial adder (8), and the
time delay required for the calculation 2n.
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Algorithm A2

C=0;S=0;P=k;R=0;
forj=n-1)—1

C,Sh=C<14+85<K1+bjk;

if j > n —1i then

Pl, =P >1;

C.Sln=C<1+S<1+P;
forj=0—(n—-1)

P;=C;®85; ®R,;

R=(C;05;)®(C;6R)® (RO S;j);

© XN oD

Figure 2: The algorithm for computing function (3) using CS adders, obtaining
P = f(k).

We want to stress that the involved time-delay is linearly proportional to the
number of bits used for representing the digitized state of the chaotic systems.
As a consequence, the ratio between the number of computed digitized state
bits and the time-delay of the computation does not depend on n. Hence, as
confirmed in the next subsection, the throughput is not influenced by n.

3.2 Synthesis of a FSM based on the Algorithm A2

According to the schematic block diagram depicted in Fig. 3, the authors
designed a digital FSM computing the trajectory {ko, f(ko),..., f™(ko),...}
triggered by the initial condition ky. The obtained sequence, divided by 27,
emulates the evolution of the Rényi chaotic map

; 1
Ta(z) = (2" " + E)x mod 1, (9)

assuming xg = kg2~ " as the initial condition. At the end of each computation
cycle, the FSM stores the state k,, 11 = f™ (ko) in the same register k that
contained the previous state k., = f™ (ko). The digital design was synthesized
using a 0.18um CMOS technology, and the proposed solution allowed to reach
a 0.312Gbit/s throughput, independently from the size n of the state registers.

In the designed FSM, given k,,, = f"(ko), the calculation of the state ky,+1 =
fm™* (ko) is completed in n clock cycles, assuming for simplicity n even. At
the beginning of each computation cycle, the machine initializes to 0 the n-bit
registers C, S and the one-bit register R, whereas the n-bit registers £ and P
contain the previously computed state, or they are initialized to the external
seed kg if the FSM is starting-up. In this block diagram, k, P,C' and S are n-bit
registers with enabled twice right-shift, parallel load, and reset. The registers k
and P can also twice right-shift their contents while writing their most significant
2 bits. A counting system® (not reported in the block diagram) is initialized
(to count n and i) and the b factor is loaded and stored in a register B (not
reported) that is cyclically left-shifted by two positions, so that after n/2 clock
cycles its content is back to its initial configuration. The execution flow of the

5The aspects related to the counting circuits are discussed in Sec. 5.
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bnbn-1

county

FLOW
CONTROL

count;

Figure 3: Schematic core-architecture of a FSM exploiting Algorithm A2.

algorithm is regulated by a trivial control logic that drives the four multiplexers
and determines the behavior of the special registers C, .S, k and P.

In our design in the first n/2 clock cycles the machine performs the in-
structions (A2.2)-(A2.6), performing two CS additions for each clock cycle and
storing the result in C' and S. At the same time, in each clock cycle the regis-
ter P is right-shifted by two positions until its content is equal to k shifted by
2-|i/2] positions. On the n/2-th clock cycle the second CS addition is executed
using for the term k > ¢ the content of P, which is further right-shifted in case
i is odd (instruction (A2.6)).

In the second n/2 clock cycles the machine serially performs the addition
(A2.7)-(A2.9), adding two bits in each clock-cycle and progressively writing the
result both in £ and P. The standard 2-bit ripple-carry adder takes as inputs
the two least significant bits of C' and S, and the carry bit stored in R. The
result is written in each clock cycle in the two most significant bits of k, being
in the meanwhile the contents of both this register and the registers C, S twice
right-shifted. With this architecture, the time delay related to the critical path
can be reasonably supposed not dependent on n.

In order to validate our analysis we have synthesized the circuit of Fig. 3 for
n equal to {128,256,512,1024,2048}. The synthesis results are summarized in
Table 2. According to the synthesis processes, with this architecture the time
delay related to the critical path in the timing analysis was the time delay of
the cascade of one flip-flop, one multiplexer and two full-adders. As a result the
clock-period resulted to be not dependent on n, as expected. The area of the
circuit increases almost linearly with n, whereas the maximum clock frequency
remains unchanged. The data in the second column (Area) reported in Table
2 do not account for the low-complexity algorithm flow control logic circuits
(among which the counting circuits, discussed in Section 5).
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Ares Max. Max.
n (e x 10°) Clock Freq. Throughput*
(MHz) (Gbit/s)

128 71 625 0.312
256 141 625 0.312
512 294 625 0.312
1024 601 625 0.312
2048 1150 625 0.312

Table 2: Synthesis results for circuit of Fig. 3, implemented in the TSMC
0.18uum CMOS technology.

Algorithm B1

C=0;5S=0;R=0;
forj=(n—-1)— (n—1)
C,Slh=C< 148 <1+bjk;
CSln=C<<(n—9)+S<(n—1i)+k>i
forj=0—(n—1)
P =C;05®R;
R=(C;08;)@(C; ©R)® (RO S;);

NSOt W

Figure 4: The algorithm for computing P = f(k), based on (3), assuming ¢
constant.

4 Digital implementation of (3) with ¢ constant

If the parameter i is constant and a priori known, then the algorithm A2 can
be simplified in the algorithm B1, described in Fig 4. The AT complexity
associated with this algorithm can be roughly estimated as (28n+8)(n+i+1) =
28n% + 4n(7i +9) + 8(i + 1). The total count is obtained considering the area
for the registers C, S, P, k,b (20n), the area of the CS adder plus the area of the
serial adder (8n + 8), and the time delay required for the calculation n + ¢ + 1.
It is worth noting that the term &k > ¢ in (B1.4) can be obtained with a fixed
wired standard right-shift of k by ¢ positions.

4.1 An enhanced alternative approach

We present an alternative approach for the computation of (3), reducing the
time delay involved by the Algorithm B1. In the Algorithm B1, the instructions
(B1.5)-(B1.7) require a standard serial n-bit adder that involves a time delay
of n. Alternatively, we propose an enhanced solution in which the calculation
(B1.5)-(B1.7) is performed using CS adders only, assuming to store and repre-
sent the state of the digitized system (i.e., the n-bit integer k) with redundancy.
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In detail, we propose to use two n-bit registers C' and S such that
k= (C+5S) mod 2". (10)

As made clearer in the following, the improvement is obtained performing the
calculations using only the registers C' and S (that is using only CS adders).

Let us first notice that, given C' and S such that (10) holds, the computation
of the term k£ > i in (B1.4) on the basis of the knowledge of C, S and i is not
trivial. Indeed we have

k 1 n—1 .
{ J: > (Cj+85)2 mod 2" | | =

2 2i | 4
7=0
n—1
=D (Cj +8;)2 " mod 2" | = (11)
7=0
n—1 o )
= | Y (C;+8,)2 " + |R] | mod 2",
Jj=t
where | R| € {0, 1} since
0<R=) (C;j+8;)27"<2-1/2""% (12)
j=0

It follows that the computation of the quantity & > ¢ on the basis of the
knowledge of C' and S requires that the complete addition of the terms C and
S has to be performed, since no short cut exists that allows for neglecting the
i least significant bits of C' and S.6 The only exception is given when C' = 0
(or, alternatively, S = 0). In such a special case, assuming C' = 0, we have
k= (C+S)mod 2™ =5 and k> i =S5 > i. The complete addition of the
terms C' and S requires a slow standard adder, and that is what we have to
avoid to improve the performance of the implementation.

4.2 Special repeated mod 2"-additions using CS adders

In this subsection we present a simple theoretical result on the basis of which
the computation of k > i can be obtained in a FSM using CS adders only. To
this aim, let us consider the sequence {(A(m), B(m)), m € N} where

A(m), B(m)|, = A(m — 1) + B(m — 1) + 0; (13)

and such that (A(0)+ B(0)) mod 2™ = 6 € N, with 0 < 6 < 2™. By construction
we have that (A(m)+ B(m)) mod 2" = 6 for all m € N. We have the following

Proposition 1 For any A(0),B(0) € {0,1}" if m > n then B(m) = (A(0) +
B(0)) mod 2™ and A(m) = 0.

6Indeed, the most significant bits of the result depend on the least significant ones.
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Proof. According to (6), (7) and (13) for any m > 0 we have

Bj(m+1) = B;(m)® Aj(m), (14)
Ajpi(m+1) = Bj(m)© A;(m), (15)

with Ag(m + 1) = 0. Thus, we first note that if A(m) =0 then A(m +¢) =0
and B(m+ ¢q) = B(m) for all ¢ > 0. Let us now assume 0 < A(m) < 2™ and let
p be the greatest integer such that 0 <p <n —1 and

Alm) = 3 4,m)2, (16)

with A,(m) =1 and, in general, A;(m) € {0,1}. Using (15) we have A1 (m+
1)=0for 0 <j<p-1, thatis

Am+1) = ni: Aj(m +1)27. (17)
Jj=p+1

Accordingly, if p = n — 1 then A(m + 1) = 0; on the other hand, regardless of
A(m), in the worst case no more than n time-steps are necessary for assuring
A(m + n) = 0 and, consequently, A(m + j) = 0 for all j > n. The proof
is completed noting that by construction we have (A(m) + B(m)) mod 2™ =
(A(0) + B(0)) mod 2" = 6 for all m € N, and therefore if A(m) = 0 then
B(m) = (A(0) + B(0)) mod 2™. O

In other words, the previous proposition shows that if n repeated mod 2"-
additions (13) are performed using CS adders, then for all m > n the term
B(m) contains exactly the summation (A(0) + B(0)) mod 2™. Moreover, it
is interesting noting that if Ag(0) = 0 then we have that A(m) = 0 for all
m > n — 1, i.e., one time-step before than the general case considered in the
proposition. This happens when A(0) and B(0) are the result of a previous
addition performed using a CS adder. Concluding this subsection, we stress
that the operations (14)-(15) can be obtained using a parallel ensemble of n half
adders, that involve a halved delay with respect to a CS adder.

4.3 An enhanced algorithm fully based on CS adders.

On the basis of the result provided by Proposition 1, in this subsection we
present the algorithm of Fig. 5, fully based on CS adders.

In this algorithm, C, D, S, T are assumed to be n-bit registers, being C' and
S initialized to two values Cp and Sy such that k = (C'+ .5) mod 2" (e.g., we
can chose Cy = 0 and Sy = k). As made clearer in the following, by properly
choosing the two parameters w and h the loop of instructions (B2.2)-(B2.55)
equivalently executes the partial multiplication in (B1.2)-(B1.3). It is worth
noting that, according to the previous theoretical result, inside the loop (B2.2)-
(B2.5p,) the instructions (B2.51)-(B2.5,) do not change the value of the sum
k = (C + S) mod 2", even if the binary contents of the registers C and S
are modified. This operation represents the core of the enhanced algorithm:
at each time-step in the partial result of the multiplication the correct term
k = (C + S) mod 2" is added, even if the binary content of the registers C'
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Algorithm B2

1. D=0;T=0;C=Cp;S = So;

2. forj=(n—-1)— (n—w)

3. D, T|,=C<1+8<1+b;S;
4. D,T|, =D +T +b;C;

51. C,Slp=C+S+0;

5h. C, S|, =C+S+0;

6. DTlh=D<(n—w)+T <K (n—w)+S> 1

Figure 5: The enhanced algorithm for computing (3). If Cy and Sy satisfy (10),
the algorithm computes D and T such that (D +T') mod 2™ = f(k). Moreover,
after the calculations, C'= 0 and S = (Sy + Cp) mod 2" = k.

and S is progressively modified (according to the sequence (13) discussed in
the previous proposition). In a synchronous clock-edge-triggered digital circuit,
the two serial instructions (B2.3)-(B2.4) and the serial instructions (B2.51)-
(B2.53) can be performed in parallel. The time-delay associated to (B2.3)-
(B2.4) is roughly equal to that one of two full-adders (i.e., 2), whereas the
time-delay associated to (B2.51)-(B2.5;) is roughly equal to that one of h half-
adders, that is ~ h/2. Accordingly, if we set 1 < h < 4, the time delay of the
parallel structure computing simultaneously (B2.3)-(B2.4) and (B2.51)-(B2.53)
is roughly equal to 2.

As discussed in the following, the two numbers w and h must be chosen such
that when exiting the loop all the information about the system state k is stored
in S, with C' = 0. According to the Proposition 1 and the subsequent discussion,
the minimum number of special halved CS additions C, S|, = C + S + 0 such
that S = C+ S and C = 0 is n — 1. Therefore, the numbers w and h in the
Algorithm B2 must be chosen such that

1 <w<n-—1,
wh>n—1, (18)
1< h<4.

The above constraints are determined according to the following reasoning. In
order to correctly calculate the product b - k, at least i iterations are required,
since b can have its ¢ most significant bits not equal to zero: this implies i < w <
n—1. In order to empty the binary content of the register C, at least n—1 halved
CS additions are necessary. Since in each loop h special halved CS additions are
performed, we must have wh > n — 1. Finally, the last condition 1 < h < 4 was
introduced to limit the time delay of the parallel structure computing (B2.51)-
(B2.55,) to the time required by the execution of (B2.3)-(B2.4).

Given (18), in order to minimize the overall time-delay of the loop (B2.2)-
(B2.55,), that is proportional to w, one has to choose w such that

w:max{i, V;lu (19)

Once determined w, the area involved by the special halved CS adders required
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Figure 6: (a) — the optimum loop iteration number w as a function of 4, nor-
malized to the quantity n — 1; (b) — the optimum number of halved CS adders
h as a function of i; (¢) — the time-delay normalized to the time-delay of the
Algorithm A2; (d) — the AT complexity normalized to the AT complexity of the
Algorithm A2.

in (B2.51)-(B2.5;,) can be minimized by choosing

h= [n; 1} _ {max?ﬁ;”] (20)

The instruction (B2.6) concludes the algorithm performing the operation
(B1.4) and completing the computation of registers D and T, which contain the
next-state values for C' and S.

The overall AT complexity involved by Algorithm B2 can be quantified as
4n(9 + h)(2w + 1). The total count is obtained considering the area for the
registers C,.S, D, T and b (20n), the area of the two CS adders (16n) plus the
area required by the special halved CS adders (h4n) and the time delay required
for the calculation 2w + 1.

The four subplots in Fig. 6 report, respectively: (a) the optimum loop
iteration number w as a function of ¢, normalized to the quantity n — 1; (b)
the optimum number of halved CS adders h as a function of ¢; (c) the time-
delay normalized to the time-delay of the Algorithm A2; (d) the AT complexity
normalized to the AT complexity of the Algorithm A2. As it can be seen by
the subplot (c), the time-delay involved by the Algorithm B2 is always lower
than or equal to that one estimated for the Algorithm B1l. Even the product
AT results to be smaller if 7 is approximately lower than 0.4n.

4.4 Synthesis of a FSM based on the Algorithm B2

According to the schematic block diagram depicted in Fig. 7, the authors de-
signed a digital FSM based on the algorithm B2 for computing the trajectory
{ko, f(ko),..., f™(ko),...} triggered by the initial condition ko. The digital
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Figure 7: Schematic core-architecture of a FSM exploiting Algorithm B2. In
the scheme, u = n — w.

design was synthesized using a 0.18um CMOS technology, and the proposed so-
lution allowed to easily reach a maximum clock frequency higher than 620MHz
almost independently from the size n of the state registers.

Assuming at the start-up C = 0 and S = kg, after the m-th compu-
tation cycle the FSM stores in the registers C' and S two values such that
(C + S) mod 2" = f™(ky). In the first phase of the computation cycle, ac-
cording to the instructions (B2.3)-(B2.4), the registers D and T are used for
progressively storing the carry-save equivalent representation of the product
b - k, computed using two arrays of full-adders. At the same time, according to
the instructions (B2.51)-(B2.5;), at each clock cycle the registers C' and S are
added using h arrays of half-adders.

After w clock cycles the registers D and T contains the final carry and sum
components of the term kb2™~", whereas the binary content of the registers
C and S is equal to 0 and k, respectively”. The final result can therefore be
obtained CS-summing together D < (n—w), T' < (n—w) and S > 4, according
to the instruction (B2.6). This sum is implemented by re-using the two array
of n full-adders in the dashed box of Fig.7. To this aim, three multiplexers are
used in Fig.7 to dynamically change the inputs of the full-adders.

The circuit in Fig.7 has been synthesized in the TSMC 0.18um CMOS tech-
nology, for n equal to {128,256,512, 1024, 2048} and assuming i = [”T_l—| =7
Accordingly, in this specific case, 7 clock cycles are necessary for computing
the next-state. The synthesis results reported in Table 3 show that also for this
circuit the maximum clock frequency does not depend on n, whereas the area
of the circuit increases almost linearly with n. We want to stress that the time
delay related to the critical path in the timing analysis is the time delay of the

"That is, the correct n-bit representation of the current state k = (C' 4+ S) mod 2" can be
outputted by the FSM after w clock cycles from the beginning of each computation cycle.
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Area Max. Max.
n (um? x 10°) Clock Freq. Throughput*
(MHz) (Gbit/s)

128 101 625 1.250
256 210 625 1.250
512 436 625 1.250
1024 913 621 1.242
2048 1694 621 1.242

Table 3: Synthesis results for the circuit of Fig.7, implemented in the TSMC
0.18um CMOS technology and assuming i = n/4.

cascade of one flip-flop, one 2:1 multiplexer and two full-adders, i.e., the time
delay of the critical path does not depend on i®. Accordingly, the maximum
clock frequencies reported in Table 3 are typical for this kind of architecture.
On the other hand, the required area is dependent on ¢, since this parameter
determines the number of halved CS adders. Also in this case the data reported
in Table 3 do not account for the low-complexity algorithm flow control logic
circuits.

4.5 Comparison of synthesis results

The synthesis results reported in Tables 2 and 3 show that the circuit in Fig.7 re-
quires about a 50% larger area than the circuit in Fig.3. On the other hand, the
circuit in Fig.7 requires one fourth of the number of clock cycles needed by the
circuit in Fig.3 to compute the next-state in the sequence { ko, f(ko), ..., f™(ko),. ..
(see Fig.6.c). Hence, the throughput of the circuit in Fig.7 is four times greater
than the throughput of the circuit in Fig.3. In conclusion, the overall AT com-
plexity of the circuit in Fig.7 is approximately 1.5 x 0.25 =~ 0.4 times the AT
complexity of the circuit in Fig.3. This result is in accordance with the data of
Fig.6.d.

5 The counting circuits

The execution flow of any of the algorithms A1-B2 requires specific digital cir-
cuits for counting the algorithmic execution steps, and for recording the progress
of the computation task (e.g., in the Algorithm A2 the counting of both n and
i is required). Therefore, since the counting process is functional to the correct
operation of any digital circuit discussed before, solutions that cause a reduc-
tion of the throughput must be avoided (i.e., solutions that lower the maximum
allowed clock frequency).

8Indeed, the parameter i determines both the number of iterations of the loop (B2.2)-
(B2.55) and the number of halved CS adders, not affecting the critical path.
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There are several architectural solutions proposed in literature for enhancing
the speed of counters. An interesting solution was proposed by Ercegovac and
Lang in [18], adopting the prescaling technique of long counters. According to
this approach, the counter is partitioned in a series of sub-blocks of increasing
size, and the counting rate can be made equal to the time-delay of one half
adder, that is not dependent on the counter size [18]. Accordingly, adopting
proper strategies for the design of the counting circuits, the theoretical results
presented in the previous sections have a general validity. This assumption
has been validated by synthesizing the circuits of Fig.3 and Fig.7 with and
without the counting system, obtaining the same critical path in both cases, as
expected®.

6 Conclusions

In this paper we have discussed the efficient implementation of pseudochaotic
piecewise linear maps with high digitization accuracies (e.g., using for the rep-
resentation of the digitized state a number of bits in the magnitude order of
102 — 10%), taking the Rényi chaotic map as a reference. We have proposed
different architectural solutions, and we have discussed a novel algorithmic ap-
proach for the computation of the digitized map using carry save adders. As a
fundamental result of this work, the proposed solutions allow for obtaining high
throughputs which are not dependent on the digital resolution of the finite state
machine. For the calculation of the digitized map (3), we have distinguished
between the case in which the inputs are k, ¢, (Section 3) and the case in which
1 is known and assumed constant, whereas k and ¢ are user-changeable inputs
(Section 4). In this latter case, on the basis of the theoretical result present in
subsection 4.2, we have proposed an enhanced architecture fully based on CS
adders which can considerably lower the time-delay involved by the calculations,
obtaining — for specific values of ¢ — a reduced overall AT complexity.

Starting from the design of the digitized Rényi map, the proposed algorith-
mic approach can be generalized for implementing any digitized piecewise linear
map in which fixed-point finite-precision modular calculations are involved.
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